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Safewhere Access Management Suite Overview

Today’s Internet-centered business solutions are built to reach ever wider and more disparate audiences. One
particular challenge severely limiting their reach is the on-boarding of users and subsequent management of
authorizations and enforcement of access control. Without a clean and effective means to address these issues,

businesses forego new revenue, or get it only at a very high cost and complexity of implementation and
administration.

The full Safewhere suite provides both infrastructure and administration facilities to effectively remove the aspect
of user administration, authentication, authorization, and access control from applications, and put it into the
infrastructure. This approach ensures that the whole issue of who should get access, under which circumstances,
and to which functionality and content becomes a business and operations task. This greatly simplifies application
development and ensures a consistent and centralized approach to these important security challenges.
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The three steps of authentication, authorization and access control

Each of the three steps in the illustration is performed and managed by separate Safewhere products, that may be
used individually or in combination:

e Safewhere*identify provides delegated user administration and supports both traditional login methods
such as username/password, X.509, etc. as well as federated authentication through SAML 2.0 or WS-
Federation.

e  Safewhere*authorize models authorizations abstractly in business terms independent of concrete

applications. Authorizations are issued in a claims mapping and transformation process.

Safewhere*protect provides both central authoring and management of application specific access control

policies, as well as local enforcement of access control. This ensures that only requests from authorized

users actually reach applications. Safewhere*protect enforcement modules are available for SharePoint
and Web and SOA applications.

All Safewhere products and components are all built on, and greatly leverage, the Microsoft platform and

technologies. In addition to this, the distributed Safewhere*protect enforcement modules may also guard access
to Java-based web applications on other platforms.
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