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Simple and powerful federation
with Safewhere*SAML2.0 for
Windows ldentity Foundation

As more and more governments and private institutions introduce federated authentication for web based
applications, a number of standards and specifications are needed to support a flexible web of identity and service
providers.

On the general Microsoft platform and specifically in Windows Identity FoundatiQwIF, the lack of SAML 2.0 may
become an issue, as more and more governments and large organizations are demanding this particular standard
for federated authentication.

Safewhere*SAML2.0 for WIF

To mitigate the lack of SAML 2.0 support in WIF, Safewhere has developed Safewhere*SAML2 for Service

Providers implemented in WIF. The toolkit implements OASIS operational mode SPLit6S EOS LJ0 a9y Kl y OSR
/ £ ASy ikt NB ErBe ddtaflet bverbgé di dperational modes is shown below.
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The actual implementation of Safewhere*SAML2.0 is designed to offer as seamless and transparent an integration
as possible into ASP.NET applications ¢ custom or existing products like Microsoft SharePoint 2007 and 2010. To
accommodate this objective SAML 2.0 support is provided as an ASP.NET handler allowing for simple configuration
into ASP.NET Forms based authentication.

SAML related interfaces
Safewhere*SAML2.0 support three basic interfaces related
to the SAML specification:

SAML 2.0 messag#

A

1 Metadatadownload.This handler assembles and HTTP Module
signs metadata to be downloaded and consumed
by the relevant Identity Providersf the ‘O
federation.
1 Single SigiOn This handler takes care of the Forms Authentication HTTP Module

process of federated login, issuing authentication
requests, accepting and verifying issued SAML HTTP Module

assertions, etc.
1 Single Logoufhis handler supports both SP- - X

N . safewhere

initiated logout and the IdP initiated logout

request occurring when the user logs out of SAML 2.0 ASMX HTTP
. . Service Page A
another service provider.
P Provider Handler € Handler
Handler

Configuration of Safewhere*SAML2.0 to interact correctly

with identity providers is done through IdP metadata. Once

these metadata has been obtained through some other

Web application
channel, they are simply placed into a dedicated place in PP

the file system.

Safewhere*SAML2.0 mWeb Application
Programmatic access to the SAML assertion

In addition to required support for SAML2.0 protocol and token format, Safewhere*SAML2.0 leverages the WIF
implementation of the generic .NET interface, IPrincipal called IClaimsPrincipalhis class provides a simple
interface for retrieving attributes ¢ or claimsc of the underlying SAML token for use in applications.

Additional requirements for authentication, authorization, and access control?

The broader Safewhere Access Managemeanite provides a full solution aimed at removing all access related
concerns from web and service architectures.

Using products such as SaBwhere*identify, Safewhere*authorizeand Safewhere*protectentral access models
drive application specific policies, which are rigidly enforced by protection agents guarding access to all
applications and services.

To learn more please contact Safewhersats@safewhere.neftr call +45 70 225 885.
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